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(54) METHOD FOR KEEPING SAFETY OF COMMUNICATION AND DEVICE FOR SAFELY TRANSFERRING DATA 
(57)Abstract 

PURPOSE: To provide the method and device for security 
communication which are provided with a security radio 
communication link between a mobile device and a base device. 
CONSTITUTION: A mobile device 100 transmits host authentication 
(Cert Mobile) to a base device 105 together with a call value (CHI) 
selected at random and a list of supported shared key algorithms 
(SKCS). The base device 105 discriminates whether the host 
authentication (Cert Mobile) is valid or not If it is not valid, the base 
device 105 rejects the connection attempt Next the base device 
105 transmits Cert Base, random numbers(RNI) enciphered by a 
public key of the mobile device 100, and an identifier for selected 
SKCD to the mobile device 100. The base device 105 preserves 
random numbers RN1, and the CHI value and the selected SKCS 
are added to a message to be transmitted to the base device 105. 
The mobile device 1 00 verifies Cert Base, and if this authentication 
is valid, the mobile device 100 verifies the signature of the message 
under a public key (Pub Base) of the base device 105. 
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^JxS^tT'fc^o MD(X) ttrt«XlcBB1-5^y 
-fe -^fflfcHtti *t3 . 
WSEaWHO^M*- =P u b _C A 

Bamm<D%m*-=p t i v_ca 

&W)**h <D4>|S3r-=P u b _Mo bile 
&W)ft*h <n%tf%*i— =P r i v _Mo bile 
£*^<D^M^r-=P ubjase 
10 S^©^^r-=Pr i v_Ba s e 
&Wlfc* Y <DWM=C e r t _Mo bile 
£ite^<D^EE=Ce r t _Ba s e 
Si g (X, Y) J4*-X£W1-SYOg£i#£;h£ 

"**-c*>5. Si g ( x, y) =e ( x, md 

.( Y) ) 

*ft(X, Y) tt»fejx5*^yfe-5?{ Y, Si g 
( X, Y) } &&LX\>*!>. 
[ 00 26 ] *&9HDWtBim7B h a A, 

^CtC, 04 t E5 . 6©7D —5^-^ — h t £#Bg-f 5 

•f-S^tbSiei 0 0 (4, mm Cert _M 

obi 1 e ) N 1 2 8 t'-> h ©7>yA|ril(£}xfcl^l5 
■ CHI ) M«-hJlifc*M-7;^!) 

xa( r sKcsj ) (dv *h zmtmrn o 5 ^ms 

[ 00 2 7 ] ^-aK— b £ftfc*ffl=3r-7Vl^y XA©y 

i4 x sjft^ei 0 5 1 n&m*-T/^y xj* ( m 

Xl4, FEAL-32, DES, I DEA^) W^^Sr 
W^I4, 147*7 >{ -/WH^jjgt ^ 

{ tmm* -^yyiiffl*—. c 

^n=^fe( Pri v_ca, mm**®) 

[ 00 28 ] mu<D7* — Y fttmSffcli, C CI 
TTX. 5 0 9 ( CCI TTfti^X. 5 0 9 ( 1 9 8 

8), r =?4 vtv v -mm7\s-j*9—? } mm r 

40 4 '<*s-m& —M PEM) ( S.KtentJ Priva 

cy Enhancement for IntemetElectrcnic hfail: Fart 
Oertificate-Based Key Kfenagement",RFC 1422,BBN,Fe 
bruary 1993; B.Kaliski, T Privacy Enhancement for I 
ntemet Electronic Mail: Part : Key Osrtificaticn 
and Related Service", RFC 1424, BEN, Februaryl993 £ 

mm tcftss mmvy *—?-yht m-x-ib 

5i5 (cas?S jxTV>5. r tucjiij , &W8Sti 0 0 
RXJ%i&Xv— v-a >1 0 5 I4X . 5 0 0 RXfP E MIC 



( 
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I 00 2 9 ] *-yt-i/mm( MD) hi&SE 
(Cert _Mo bile) ©F^T'lt®;* fa 
ft/cigfiEft&M ( C A ) \z «fc o t 74 V9-fl*i& *t5 . 
f£l4CA©&ffl*^©TT'MD ( BBErtSIC*M*3# 

5 0 ri^i, SSE( Ce r t _Mo bile) ©fig£ 

-WS#U^IiE?gfT©±M©P&BI±, R F C 1 4 2 2 & 
tfl 4 2 4 ( S.Kent, T Privacy Enhancement for Intern 
et Electronic Mail: Part Ctertificate-Based Key M 10 
anagement" , RFO.422 , HBN, February 1993; B.Kaliski, 
I" Privacy Enhancement far Internet Electronic Mai 
l:Part : Key Certification and Related Service", 
RFC 1424, BBN, February 1993 £#$0 tCCI TTl' 

m. sogfcawRsnfcu 

[0030] mm*-? h9-t> izmfrtz z t zmxt 

Z&mm&l 0 0 ft>£>£tt3£|Il 0 5 ~©|Sl ©> y -fe 

{Cert _Mo b i 1 e , CHI , SKC'S <D]) * 20 
V } 

CHI \t9>yMZ&&&ifctcl 2 8 \fy V $CT*fe5„ 
*ffl*-T^=fy *h ti.T/U=f]} XAMEgiJ^-S. 

[ 003 1 ] ^yfe-^*eS**5J:5 K1-3-©K 
#&gff-f5<t s &*mWl 0 5 liCe r t _Mo b i 
1 e &£$bfc:LJ:5 tS^-5= wixttCe r t _Mo b 
i 1 e OrtSPOMDSrfflUtUTtMISrt-^riJCioT 
■ffftfrJ-u S£$ftfcMD©CA©&8fl#-©T-c;:H 

/,cf> r ©,6-egJte^gi o 5 te x &m$ai oot> 

ttzWStCe r t _Mo bile ir^^^TVS^ 
*-l-HSLTV^5&ffl*-( Pr i v_Mobi l 
e ) Sr@f*rLTl^3a»^p yWSMj&VMttLt'fc . fgfiE 

[0032] mmm®X'hzti:b i*. mmimi o 5 
*^ai 0 5 n*©wfiEfcov*Ttf?SF-f5*:35 . a& 

RNl (4, #tbggl 0 0 Siffiggl 
0 5^»lteBHlioo^J:oT4-*.6>*t5y^ho<t>i» 40 
felA/S*I*-flfli'7yA( SKCS) ©TT'Pt^ 

flails, sife^ei 0 5 tt&T*mm'tzitibK.pimz 
ic, s&ggi 0 5 tmxmttmcHi 

5. 

[ 0 0 3 3 ] S KC S li. #»g«l 0 0 iz£ 5/ 

Siti^ttl 0 5 -fZM&t <D&3mfM>t>9 

*i**tS. Sifc&Bl 0 5 te. *;fciJS-o©££ro#» 50 



') «BB¥7—1 9 3 5 6 9 

*b gc±T'*>5 1 SKCS 7 A** y XA 

U Si&ggl 0 5 tfSil^ftfcTA^y XAfc»£iJ- 
+5- i lMX©*/JHt* Tt#o 

[ 00 34 ]^->t-^#2. &&gB-»&Kl£S 
(Certjase, E(Pub _Mo b i l e , R 
Nl ) , gft£ jlitSKCS 

Sig(Priv_Base, { E(Pub _Mo b i 
l e , RN1 ) , SS^ttfcSKCS , CHI , SKC 

s©y*M } 

[ 003 5 ] B3 Sr#flgLtttt5i , TOtlfcSKC 
S MaWWFtbfcT^y XA&UWil-fi*— ^>CX© 

*y v ± -$*©#*»£-<?£< , tpL 5 h 3 yucrt 
fct-ifci^fc-^A/r?^*©-?, > y -fc— ;?©i§ft©5 

[ 00 3 6 ] ftUJ^ ^fft^gl 0 0 »i, mijicOCA© 

gl 0 5 ©( CERT B a s e ) ©fgU^SE-f 5„ 

BliBS*r3lrT?*>5ftP>tf» ^tt^gl 0 0 Ht, SJfe^g 
105O(Pub_Base) W<i>M^r— ©T"X?^ y ± 

[0037] m&\t, mmimw y±-vzw) a 

A^flxl;, i^Si^gl 0 0 <D* y±-i?\Z 
j^ILfcCHl Rxmm^—T^V XJ*<D}) Xh&tt 
tiatZ Z. t \Z£ o T&iiE£ fab o ^&^BE©fc*<Dy ^ 
h 0*«IC J: cT/yt - S? # 1 *s*Si&T-^f $ ix5 

L. *»o*«*i#oy^h«:jfA-t<5rfcm:oT* 

^2 y -t - ^a<rt-5 ®wmm ooizx^ 
xfettizfabtzz? 0 mztis-sctztthtis SJte^s 

l o 5 i4^E^^fct#x.-5„ *t/j:rt*ui, gitH£lg 
10 5 fit^^-c: %x.p>^u5^XI4tc©^ y-fe-v?^ 

3SK1 0 0 m>9»/£5 5 . 

[ 0.0 3 8.1 ffiRNl »4^»^gl 0 0 0)%m-<DT 

XE (Pub _Mo b i 1 e , RN1 ) Zft^MmtZ 

r t t«tt) £»sarc#c>ix6. fti-v »mstsi o o 

( RN1 £RN2 h WEX-OR) ^ffiffll-^,, 
[ 0 0 3 9 ] IBEE^i-X&^TU *>o^-RN2 O 
$52 <D*ftb Sife^gl 0 5 t *iWti-5fc»»C. 
£gl 0 0 14, P u b _B a s e ©TtMRN2 *Pf^ 
fbt, Z\fa&*y±-i?iZ.%fg-t-Zo Z\<Oty±-i? 
tt. 0 0 y -fe-i?#2 -e^f>*l57C©»t 

^fteixfcRNl ffi*-&A/T-V^„ %&fc&W)&m 0 
0 ©liffl^~^^LT^«)gai 0 0 T*ttg$*v5fc 
^3 ©^ y -fe-^KE (Pub _Mo b i l e , R 



( 
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Nl ) ££«>Sr t tt&nKftl 0 0 «r»BE-*$©fcft 

[ o o 4 o ] > >-ir-^#3 . mnsm->&mn 

{ E ( Pub'_Ba s e , RN2) , Si g( Pri v 
_Mo bile, (E(Pub_Base, RN2 ) , 
E ( P u b _Mo bi 1 e, RN1) }} } 
[ 004 1 ] mRXfm5 , 6 \Z7jk£tlZ>J:o \Z S 
SBl 0 5 te^-yir-v^l KiittSCe r t _Mo b 
i 1 e A^#ibtv5Pub_Mobi 1 e 

I4\ ^Klggl 0 0 tt»EE2F ilfc*;*> t %tf>*v5 

*\ ^mfrmmmx o o *u 

»fti!ijll0 5Ht»tt©»t%**g5-r5. 

[ 0 0 4 2 ] f-^e^^^-x^A^if^, SJteSIB 

1 0 5 (4-t*l<g#©fAffl*-£{£fflL TE (Pub B 

a s e , RN2 ) Sr Pf-^?0g-fS „ £ttl§Kl 0 5 \t% 
fc, ty->a y+-i:LT(RNltRN2iOEX- 
OR) £&ffl1-5„ *-|:#LTRNl Sr ( UMiffiffl-* 

i^ffcipg-rs*: ^©*fti4, aims its "*# 

SSfe^Bl 0 5 t ^B^gl 0 0 WJ©£«lr©h 

y- k#l xstmmRvmhmmmm^—^m^n 

[ 004 3 ] p5J#©*-©¥#f4^L T'^fC7 
^■A-Cfo-S ©"C\ RN1 X14RN2 ©l^-fi"U^£*n-5 
r t tt> y&gittv ~>3>-* — (RNliRN2t© 
EX -OR) toV^«*tfi«,*Pe>-&*V\ £*U4 % ffi 

LtRNl Rm N 2 K*fL Xtm$ iVb tzftX 

hZo 

[ 004 4 ] &gttDVfr&8#rt% t , tt£RIU'j&: 
[ 004 5 ] Ibj*©J;? ^T-^a^/sj/^tlT 

-/H* as*£:7*n y ^ cDPt-(Dg|5^-T-*)i9 x ^ 40 

yir-v^ ©&fc!43 o©9MfcBttJta&»fc5 o *1 CO 
1 ttHu* y -fe— # 2 SrBBEfS :i, Sg2 © 1 fitted 
y ir -i? # 1 ©PfimttJ&gt L T&S-CC i,i3« 
Btttt( SKCS©y*H&r£* ;*y 
* - v 5 # 1 £ BIE-f 5 - <t „ ~ *U±^H* -Bf # 

A^SHRS fVb VrWgmx-7y y h * - A _h£ it 
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[004 6 ] 4«B*-flf#i/^f-A©tWft±T»ffl*S 
<faS*tt£tt. AS!Wir»4«ffl*-t!ifrc*>5. R S A 
(RSA Data Security, Inc. PK 
CS #1 -#1 0 ,' 19 9 1 £#BB) ©£? t£&m— 

o -fe^4rft^(c-r-5 fcfttcJfcffl|$mStfc©#-£iItR 

fc, S^*Hft«TO£*#tHK£li5. #ft=ggl 0 0 
l42o©«tffl*-»fKr3Wr*-<5. JRi ©IMftiRNl 
* «ffc S&2 ©»mi> y * -V # 3 (C* 

%irz>W)ttX'3bz>o mtmmi o 5 1 0©^* 

-wittzmij-tz, m <D®mt* ? ±—, ^#2 

1-5 IWfc* M2 ©»mi> y -t-s? # 3 «w«bw- 

( ^Affl^-) Km4^PJX'f44 o©ftf^flfC*>5. 
[ 004 7 ] imW<nmk*:®im\,X \ * -y±-i?*- 
T*£&£tt3*— 14, HIS2o©«/j:5*--Cfc5. r 

-j*<DmLm*V5ik-fz> 0 *wm&X'&&£ 

ZfuV^ A^ikJtt. #*i6)tcJtt5 2 o©^-^ v 
[ 0048 ] x-* ^<^y h 

-y h <Dffl1fe\ZWXXim& iVbo r © r ^ y -t — s^m 

[ 004 9 ] Bf-§-7>f — K /<y ^ Xf4*l> V^fg 

f^-KODES©^, r ^y-fc— i^MgiJj »4ftm© 
^y h ©Pf#X=¥^h ©ft^©6 4 tfy h "e*)5o ffl 
-K /V ^ ODE S r^y-fe-v^ 

m\\ I4*|r^$ ttfc6 4 t ; y h y t ^©tflia? 

ffldf.-T^=fy XAStft©»^-K©5i^JC^6«) 

[ 0050 ] x-^ /^y h ro^Mfi y ^ 14. Hf* 
ft& ftb'Vry Y 7-9 <n>-%x*h% 3 2t>h^ y 

^W4» f-^^*/h izMLX^&tR 
tt^7-f /<->-© W**«*TV ^5 S^W^iix. 



( 

Zk%7Lbftbv\ So^Off4W^TCP/TP 
h ©S£fciPji*r*fcJ:oTI^5il*^#6::i: 

[005 1 ] 

y -fe-^jaHi, Sifi^gl 0 5 
BlOO©v*1Yia»fcJ:oTBWte*i£££as-C£5. 
Siffiggl 0 5 I4TIE© £ 5 HttfrfS . 70 

1 . SittSfil 0 5 -»&M£gi 0 0 
i*(Pri vjase, {E(Pub _Mo b i 1 
e, New RNl , E ( Pu b _Mo b i 1 e , RN 

1) } ) 

2 . #»^Bi o o ^mtkmm o 5 

H£ (Pri v _Mo b i 1 e , { E ( P u b _B a s 
e, New RN2, E ( P u b _B a s e , RN 

2) } ) 

mmm 0 0 #*-s5ttis»frta*btf, smuhtf 

1 . &tbgfti 0 0 -^amiki 0 5 

(Pri v _Mo b i 1 e , { E ( P u b _B a s 
e , Ne w RN2 , E ( P u b _B a s e , RN 

2) } ) 

2 . mammi o 5 -**mmm\ 0 0 

(Pri vjase, {E(Pub _Mo b i 1 
e , Ne w RN1, E(Pub_Mobi 1 e , RN 

DH 

[ 005 2 ] I( (Ne w_RN2 ) t ( Ne w_RN 
1 ) i ©E X -OR ) V^-i L Tttffl* tv5 . JO 

£fcfefci0*^fc*llRNl&tfRN2fi, 

&©* -a*to»f> #b it5 o r ©* -i*H*«W>S»E 
^SXIifttg©* y -fe -5?*>e> T-fcS „ 

[oo53]fci TLwrnm m&mjw&masm 

^-^M^W^LTt, RNl tt#CS«Kflll 0 5 
KJ:oT$B£aF;h,fc*-©-tt«rgWRU RN2«^(C 
#»ggl 0 0 K: J: oT«4*nfc #BB1- 
5, mWX-t yt-i?(iSK.CS fcSW«frt*©K:« 

[ 005 4 ] frflvf K tt, * V ■fe-^©S*«rtj||EL . 40 

r n i &c*r n 2 1 *<Dfomz.mm tit^t im-t 

$ o tl/£\f \&»Xf4R N 1 /R N 2 

fclBKS Jlfcffifc -ffeL vvfc b tf, ^r-^E^ y -fc - 
SASHES *i5 £55 . * y -tr-v^-^jewJaEtc 

©S,#,T— -§fcL 4^*-#»b it, L fca*o 



I ) &88¥7 -1 9 3 5 6 9 

[ 00 5 5 ] *%W\zJ:V) . assart* nast-sr fc 
*Lfc*H£3E*ylr-^#?S£SiT*ri&ISjt^ 

5©l::ttftfcbL-v\, 

[ 00 5 6 ] **©CAK:J:.5tlitf5 

#M4£-©^y M7 -i? ©ffifflfcfrfc.5 C A J: o 
Titrate? itfc. ¥-OCA 
l££T©^y — K fcl&Sc-o;: £ #T*t 5 „ r 

AW^f^CCI TTX. 509SWPEM RFCIC 

;M4Ti2© <fc b \Z®jE£ }Vb. *-y±-i?#2 
HS*»©BIE«»t*r^-Cv^iV\ *©a»;fc>9 i: t 

£ t «r "HT^fc-f-^, £r . r ©fgtE^ 

*I4, »«*B©BBLWBfT*ixfcCA*>bBWte*u5 

«rflWrt-« BTBl^i-S *y h!7 x-^ -<-^ 

t ft i n©t», i # g #©^E?r a6flM-5 r. i 

tc^t $ ti5„ r tucj;!? s ismmmx o o ©#u&i2- 

fSf^td-rS i t *ST?# 5 — C AOBIiOjgTtfflfc© 

[ 00 5 7 ] m&>C A^-^fc5 r t |Ci 9 i&gi: $ 
5ft6©^iEI4, if^Kiggl 0 0 BBE/^^*ift5# 
CAl£*tl.TigiiE®'5 JHLy ( CRD ©ftHHWS 

# ftl^fc V ^ - i „ CRLIi, KIE^ Hfc^r§8=¥ 

?B$ix5*»-i-SjeWiS*>5. CRLJ4, CAlCtoTIS 

h T'fcS o S«fc^l4* IttW** l-tSltS #C A U:*tL 
TCRL^rPi^r5»f£S' ; fi"1-5. CRLI4RFC14 

-fe-v? # 2 (4Tia©J; 5 . 

[ 00 58 ]^ y -fc-S?#2 . Si^fil 0 5 
gl 0 0 

(Cert_Path, CRL©y^h, E(Pub_ 
Mo b i l e , RNl) , fttZS KC S , S i g 

( P r i v _B a s e , { E ( P u b _Mo b i l e , 
RNl) , SttettfcSKCS , CHI, SKCS©D 
) } 

[ 0 0 5 9 ] 7°n h 3 jV&mt 

7x3 y 3/w|^#^bS:f¥lKcKJWf5fc»C, AS N. 



(10) 
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1 ( r CCI.TTtfr^X. 2 0 8 ( 1 9 8 8 ) , r spec 
ification of Abstract Syntax Notation (ASN.l) " £:# 

i4, X. 5 0"*9-fe^i/ 3 y8. 7 JwWIE$nTV^J:5 
ICASN. 1 BER ( r CCI TTtft^X. 2.0 9 
( 1 9 8 8 ), r 'Specif ication of Basic Blooding Ru 
les for ASN.l'*#fl8) ODER ^#*&£{£fflL T 

[ 006 0 ] ^yt-istl . 
Message-1: :=£BQUENCE{ 
mcbileOert Certicate 
challengeTbBase OCIET SIRING, 
listOfSKCS SEQUENCE OF AlgoritlmEdentif ier} 

[ 006 1 ] ^yt-v ? #2 . 
Message- 2: :=SSQUENCE{ 
baseOertpath CertificationPath, 
listGfCKLs SEQUENCE OF 

Oertif icateRevocaticnList , 
baseltMsbileKNl OCIET SIRING, 
mobileToBaseRNl OCTET SIRING, 
chosenSKCS Algorittaldentifier, 
sigalg Mgoadthmldentifier, 
message2sig BIT SIRING} 

[006 2 ] *y±-i/#3 . 
NfeSSage-3: :=SBQUQNJCE{ 
baseTbM±>ileRN2 OCIET STRING, 
mobileTbBaseRN2 OCTET SIRING, 
sigalg Algorithmldentifier, 
message3sig BIT STRING} 

[ 0 0 6 3 ] 7;W!) XAf&giHK RBERtfBfiE'^tt 

x. 5 o 9 izmfs&tix^&o beero mi>\> *h or 

FC 1 4 2 2 (C«SSixTV^ 0 *y±-i?#2RTf 
/ y # 3 finessage2sigRU J message3sigSr-?:tl/-? f 

$ii*V^i:SrSftV^4, SI GNED ASN.l 
MACRO OF X. 5 0 9 £ Wttfcfc^TSJjW 5 *) 

60 



7<? 



1~> fc-V2:B — >A 



*[ o o 64 ] mm-r^t^m^-^mmi pkcs) 

( RSA Data Security, Inc . PKCS#1 -#10 , June 199l#fl8) 
t Lt^tiT'feiRS ADS I tfaS^b ©S?ty M4» 

SrWELTV^. 1 ix& © WliR S A Btt A«R S A ^ 

[ 00 6 5 ] *36Ko^p h p 7 

K ( M.BurraAB,M.AbclL,R.Neecaham, I" A Logic Authe 
nt ication", DES SRC Research Report #3,Feb22,1990 

Tf4, CAJtr Ka »4ASrft«L-CV^J £ i 

20 itZZfrt'o fr\^^xmW^Z^k\*fthteV\ n 

Pl^-Cfe^o f-w<-(OftV^nhn^"ef4. 

[ 00 6 6 ] ^©KfitaBi-Si: , mts^f 

^4 9^StbTV^Ot(^-0*l5jfe) AI4^»^ 
Si 0 0 T% B f4S^g«l 0 5 X~hZ 0 CHI (4Na 

[ 0 0 6 7 ] I^/u h ^ /U 
[ «1 ] 

A } N a 



*40 



K a Kb 



X-jb -:" 3lA >B 

[ 006 8 ] iXtz.7u ha* 



{{RN2J # {RN1) } 



I «!C2 ] 



— 1 



19 



/•jfc-v ;1 :A — > B 



(11) 
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20 



>-vfe-i"2:B — >A 



[ 0069 ] y'/u—y {Sift 



a) AE=t— >A 

^ca 

b) A£i— >CA 

K 

C) AJ=(CA^I— »B) 

d) A £ # tN a ) 

RN2 

e) Af=A«-»B 

Kb 

f) B (= I— B 

g) B >CA JC 

h) B f5(CA*£»— »A) 



({►— *b} (AOB) . 

, RN2 , 
{(A<->B),{RNl} } 

[ m ] 

i) B E #(RN1) 
RN1 

0 B f=A<->B 
K» 

k) CA^»— >A 
1) CA^h^CA 

m) CA M ^ B 

, RN1 
n) A ^(Bl^AOB) 
RN2 

o) B £(A»^A«->B) 



[00 70 ] y~jv—y 

S*HB9Rt«fefKBffl1«SBijafetffcCe r t B lifrL 
[ 8c4 ] 

A< { {^>bJ_!,(a2>B) ,N 4 Ll 



A N 



[0071]* y -tr - • V<DM<%<Dmil*mRii-Z t . T 

[ &5] 

Af= B M ^ Uo65Wn.) 

[ 00 72 ] M£d ) Xtf^BfcWfcBBBUiJfrfeTiE 

[ m] 

A *= B |= 

[0073] &wm%wm,mTM®ii ) zmm-tz 40 ttn] 
I va ] 

A^CiCSW — 

[ 00 74 ]* y -t— ^#1 , Mftg ) XXmm ) , 
p« S /-fe-v;wi:*mi'JSO : fe#iiffilt^iJMU f fwCe r 
t A fctgrb V *t JvO t ^5 ±»*>e> v TIE 

[ *8] 



[ 0 0 7 5 ] * y ir— ^#3 i»f> , TE©*Sr»5. 
[ $C9 ] 

B<1 { (A*¥&URN1) ] 

[ 00 76 ]*-;/ -t-'JtoWteto&mmmtZk. . T 
IftlO] 

RN2 

B^Afv { ( A «-» B ), { RN1 } ) 

■jo [0077] -mmvmm&mimm ) ^sffi-r 
[ fti i ] 

[o.o78] &®mmwm\Rum&o ) zmfttz 

I-jBfcl 2 I 

B t= 

[ 00 7 9 ] ftr&l &U!±|S^A^ , TIEW2 o©g 



[ 008 0 ] Kab=RNl t RN2 i«EX-ORT*fc 
[ 008 1 ] GORe ) SOHRtftj ) jfetWM 

I Ski 4 ] 



(12) 
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A J= A<-*B 
B J= A«->B 



22 



I 0 08 2 ] r*lt>llBSE^oh3^©afl«rCfc5. fg 

t i4^HiciaiiLfc#< (omm^irh ( w.Diffie,p. 

C.V.Oorschot, M.J.Wiener," Authentication and Authe 
nticated Key Exchanges" , in " Designs, Cedes and Cyp 
tography, pages 107-125, KLuwer Aademic Publishers,! 

feO|W«K:»tS. Mfti ) 14, -fey^a ^=¥-( RN 
1) (D-m^m-SK), t^fcMBBE/n h a /wflfe© 

[ 008 3 ] Mftn ) RtflRKo ) (4, 4HZW«Stt7Jx 
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